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12
Describe three tasks carried out by a firewall.

1

9 Inthe following barcode, each binary number is made up of seven bars.

Each baris black or grey.

Ablack baris interpreted as a “1” and a grey bar is interpreted as a ‘0",
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9 (2 Explain whatis meant by a denial of service attack

2
(b Name and describe two other potential security threats when using the Intemet.
Securiy threat 1

Description

Security threat 2

Description
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12 Explain the differences between freeware and free software.
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Statement

The act of gaining unauthorised access to
a computer system

Program code that can replicate itself with
the intention of deleting or corrupting files
stored in a computer

A small file sent by a web server to a web
browser; every time the user visits the
website, data about user preferences is
collected

The act of illegally changing the source
code of a program so that it can be
exploited for another use

Malicious code installed on a user’s hard
drive or a web server which redirects
the user to a fake website without their
knowledge

Name each of the potential security issues described in the five statements below:

Security issue
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(d When sending this data, security is very important. Data are sent over the Internet using
Transport Layer Security (TLS) protocol

Name the two layers that make up TLS.
1

2

o ucies 20t CTurn over

23M ||

/3007 |




image12.png
SR X )

71 2210 w16_qp_13.pdf - Adobe Reader - -
File Edt View Window Help
o | @B ZSES @[] =@ (=] 5 B2 | Tools | Fill &Sign | Comment
0 3
11 Explain why ethics are important when using computers
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1 Some software can be described as free, freeware or shareware.

Tick () the appropriate boxes in the table below to show which features apply to these three
types of software.

Software feature Free Freeware | Shareware

Software source code can be freely accessed and
modified as required

All the features of the full version of the software
are not made available; the full version needs to be
purchased first

The original software is subject to all copyright laws

Itis possible to distribute modified versions or
copies of the software to friends and family

2 Hexadecimal codes are used in MAC addresses.

(a) State what is meant by the term MAC.
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6  Secure socket layer (SSL) is used in the security of information on Internet websites.

(a) State how it is possible for a user to know that a website is secure by looking at the web
address.

1]

(b) Describe three of the stages a web browser goes through to detect whether a website is
secure.

1.
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8 A bank offers an online service to its customers. The bank has developed a “SafeToUse" system

that asks each customer to enter four randomly chosen characters from their password each time
they log in.

‘The customer selects these four characters from drop-down boxes. For example:

Please selectthe 2 character

5 character

6 character

4«

& character

(a) () Explain why it is more secure to use drop-down boxes rather than entering characters
using a keyboard.

Give a reason why the system asks for four characters chosen at random.

(b) Biometrics is an aditional form of security.

Give two examples of biometrics.

1205eM ||

© o





image4.png
Tool

10 Six sacurty ssuss and sx dascriptions are shown below.
Dra a ine 1ok sach sacurty ssus o s corect dascrpton.

Securityissue

lagal access 1 a computar systam
Without the owe ntor

otgiator of o softwars

malicious coda nstaled on tha hard
dive of a user's computar of on a web
Server, tis coda wilra-diracttha user
0. aka wabsit wilhout the usar’s
\nowledge

Creatorof coda sands outa
legitmate-ooking amail i the hope
ofgathering porsonal and financial

formaion rom the recipent
oquirs o ser to clck on i inkin
tha amailor attachmant

98 iven to a wab bromsar by
‘awab sarver, s sored in a tet fl;
the message s then sant back o the
Sarver aach ime tha browsar racus

‘a paga fom the sarver

program or e hatraplicatesisef;
designed to amend, deleta or copy
data or flas on a sers computar;

ofen casas the computarto crash or

Fill & Sign

Comment

1207PM
1/3/2017





image5.png
827x1169in

(a) Five statements and three types of software are shown below.
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(€) Securty ofdata is very important
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Explain what is meart by cachissue.
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