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Name and desciibe another measure that the bank could introduce to improve the
security of their website.

Narme ..

Description
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An alarm clock s controlled by a microprocessor. It uses the 24 hour clock. The hour s represented
by an 8-bit register, A, and the number of minutes is represented by another 8-bit register, B.

(a) Identity what time is represented by the following two 8-bit registers.

2 =
ofofof1fojof1fof:[0|0|1|1|0|1]|0]|1

Minutes .

]

(b) An alarm has been set for 07:30. Two 8-bit registers, C and D, are used to represent the
hours and minutes of the alarm time.

‘Show how 07:30 would be represented by these two registers:

c D

Hours Minutes
]

(€) Describe how the microprocessor can determine when to sound the clock alarm.
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(a) Four statements about cookies are shown in the table below.

Study each statement.

Tick (v) to show whether the statement s true or false.

(b) Five descriptions and five securit issues are shown below.
Draw aline to connect each description to the correct security issue.

Descri Security issue

malicious code installed on the hard drive of a
user's computer o on the web server; this code
wil re-direct user to a fake web site without their
consent

software that gathers information by monitoring
key presses on a users computer and relays
the information back to the person who sent the
software

program or code that replicates itself and is
designed to amend, delete or copy data and flles
on a user's computer without their consent
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(b) Five descriptions and five securit issues are shown below.
Draw aline to connect each description to the correct security issue.

Descri Security issue

malicious code installed on the hard drive of a
user's computer o on the web server; this code
wil re-direct user to a fake web site without their
consent

software that gathers information by monitoring
key presses on a users computer and relays
the information back to the person who sent the
software

program or code that replicates itself and is
designed to amend, delete or copy data and flles
on a user's computer without their consent

the act of gaining illegal access to a computer
system without the owner's consent

creator of code sends out a legitimate-looking
email in the hope of gathering personal and
financial data; it requires the recipient to follow a
link in the email or open an attachment
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4 (a) State whatis meant by the term SSL.

(b) The following stages take place when a user wishes to access a secure website.

Put each stage in sequence by writing the numbers 1 to 6 inthe column on the right. The first
one has been done for you.

Sequence
number

the encrypted data s then shared securely between the web browser
and the web server

the web browser attempts to connect to a website which is secured by
ssL

the web server sends the web browser a copy of its SSL certficate

the web browser requests the web server to identif itself

the web server will then send back some form of acknowledgement to.
allow the SSL encrypted session to begin

the web browser checks whether the SSL certificate is trustworthy; i it
i, then the web browser sends a message back to the web server

1034 AM
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Five computing terms are described below.

Write the name of the term being described.

Software that anyone can download for free from the Internet
and then use without having to pay any fees. The usual
copyright laws apply and a user license is important.

Software that gives the user the chance to try it out free of
charge before actually buying it. The software s subject to the
usual copyright laws. As a rule, not al the features found in the
full version are available at this stage.

Software where users have freedom to run, copy, change and
adapt it This is an issue of liberty and not of price since the
software guarantees freedom and the right to study and modify
the software by having access to the actual source code.

Set of principles that regulates the use of computers in
everyday life. This covers intellectual property rights, privacy
issues and the effects of computers on society in general.

‘The taking of somebody’s idea or software and claim that the
idea or software code were created by the “taker’.

11/6/2017
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1 There are a number of security isks associated with using the Intenet.

Name three of these risks. For each, state why it is a risk and describe how the risk can be -
minimised.

Securityrisk 1

Why itis a isk

How to minimise the risk

Security risk 2

Why itis a isk

How to minimise the risk

Security risk 3
Why itis a isk

0a3am |
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4 (a) Computer ethics involves a number of diflerent topics.
(i) Astudent made the following statement on an examination paper

“It allows a user to have the freedom to run, copy, change and adapt the software and
then pass it on o a colleague, friend or family member”

Identify which computer term the student was describing

(i) Explain whatis meant by computer ethics.

(b) The four statements below refer to firewalls and proxy servers.
Study each statement

Tick (+) the appropriate column(s) to indicate whether the statement refers to a firewall
andlor a proxy server.

Firewall | Proxy server

Tools

Fill & Sign

Comment
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(b) The four statements below refer to firewalls and proxy servers.

Study each statement

Tick (+) the appropriate column(s) to indicate whether the statement refers to a firewall

andor a proxy server.

‘Statement

Firewall

Proxy server

‘Speeds up access of information from a web server by
using a cache

Filters all Intemet traffic coming into and out from a
user's computer, intranet or private network

Helps to prevent malware, including viruses, from
entering a user's computer

Keeps a st of undesirable websites and IP addresses

oucies s e

Fill & Sign

Comment
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(€) Explain three ways of preventing accidental loss or comuption of data

1

Zi0oNTs

9

Tools

Fill & Sign

Comment
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Choose five correct terms from the following listto complete the spaces in the sentences below:

cypher text
encryption algorithm

encryption key
frewall

plain text

proxy server
‘symmetric encryption

is a security system
Ituses the same toencrypt and decrypt a message.
Before encryption, the message is called

The processes the original message.

The outputis known as

11:21 AM
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(b) Ahmed sees the message “Set your browser o accept cookies”.

Explain why some websites make this request.

ouces 2014

10
8 Computer memories are measured in terms of the number of bytes.

(a) ) Whatis meant by the term byte?

(i) The number of bytes in a Gigabyte can be writien as 2°

What i the value of x?

2am ||
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10 In a simple symmetric encryption system, each letter of the alphabet is substituted with another.

The plan text message
The quick brown fox jumps over the lazy dog.
becomes the cypher ext message:

Zag towvs jumpy dimh coilr mngu zag bike qmx.
(@) () Decode this cypher text message

Agbbm Pmubg

‘Convert these words to cypher text.

Computer Science

(b) Both the person who sends the message and the person who recsives it need to know
what the substitution key is, and they need to keep this secrel A copy of the
substitution key has been sen using SSL transmission.

() Whatis meant by SSL?

2am ||
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T Conver thes words 1 Cypher Text

Computer Science

(b) Both the person who sends the message and the person who recsives it need to know
what the substitution key is, and they need to keep this secrel A copy of the
substitution key has been sen using SSL transmission.

() Whatis meant by SSL?

(i) How does SSL keep the copy of the key secret during transmission?

ouces 2014
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11 Five security or data loss issues are shown on the lefi-hand side.
Five possible methods of data recovery or protection are shown on the right

Draw a line to match each definition/description of Issues 1o the most appropriate Methods of
Data Recovery.

Issues Methods of Data Recovery

data loss caused by hard disk

anti-spyware software
head crash P

hacking into fles and changing anti-virus software

or deleting data

ntroduction of software that
self-replicates and can cause back-up fies
data loss

reading of legally accessed encryption
documents e

Software that logs/records al
Key presses on your computer passwords and a firewall
without you knowing

N o , 1233PM
2 oEEEAE L] “ e 2B
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Choose six correct terms from the following list to complete the spaces i the paragraphs below:

« encryption
« filename

. firewal

HTML tagshtext
1P address

« protocol

« proxy server

«  SSLcerificate

© webservername

A user enters a URL. The web browser breaks up the URL into three components:

‘The web server returns the selected web page.

The web browser reads the from the selected page and

shows the correctly formatted page on the user's screen.

A is used between the user's computer and the network to

examine the data traffic to make sure it meets certain criteria.

To speed up the access to the web pages next time, a is
used between the computer and web server; this device uses a cache to store the website home

page after it has been accessed for the first time.

(6]
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6 (a) Vituses, pharming and phishing are all examples of potential Internet security issues.
Explain what is meant by each of these three terms.

Virus

Pharming

Phishing

(6]

(b) An online bank requires a client to supply an 8-digit code each time they wish to access their

account on the bank's website.

Rather than ask the client to use a keyboard, they are requested

10 use an on-screen keypad (shown on the right) to input the 2 5 1
8-digit code.

6 8 3
‘The position of the digts on the keypad can change each time
the webite is visited. 9 0 4
The client uses a mouse or touch screen to select each of the 7
8 digts.

(i) Explain why the bank has chosen to use this method of entering the 8 digits.
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