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10 (a) Describe what is meant by Transport Layer Security (TLS).

(b Name three ifferent applications of TLS.
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Complete the paragraphs choosing the correct five terms from the list. Each term can only be
used once:

. Ethics

. Freeware
Fres Software
Hacking
Matware
Plagiarism
Shareware
Vinus

Taking another person's work fiom the Infemet and ciaiming t as your own s called
Itis possible to potect your work oniine with copyright

One product that people may want to protect s software. does allow

a person to share, copy and change software fresly, but doss not

allow a person to do this legally. Software that has a licence aliowing free use for a trial period

is called The name given to this area of Computer Science is
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7 Six statements about frewalls are shown

Tick () to show whether each statement s true or false.

Statement

Firewalls can monitor incoming and
outgoing trafic.

Firewalls operate by checking traffic against
asetof ruies

Firewalls cannot block access to a certain
website.

Firewalls can be software and hardware.

Firewalls can act as intermediary servers

Firewalls can block unauthorised traffic.
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8
8 (2 Datais valuable. it needs to be kept secure and it can easily be damaged
Give three different ways that data can be accidentally damaged

1

@

The Secure Socket Layer (SSL) protocol can be used to securely transmit data in online
banking

State three other different applications that use SSL.

Application 1

‘Application 2

‘Application 3
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7 Six security terms and six statements are listed below.
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Pharming

Legitimate-looking email is sent in the

hope of gathering personal information;

it requires the user to click on a fink in
the emai

Phishing

Uses rules and ciiteria, sst by the user,
to help protect a network or system fiom
unauthorised access.

Firewall

Malicious code installed on the hard
diive of a user's computer; this code
will redirect the user o a fake website
without the user’s knowledge.

Proxy server

‘Scrambles data for secure tiansmission

s
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A company has a number of offices around the world

@

o

Data is transmitted between the offices over the Intemet. In order to keep the data safe the
‘company is using Secure Socket Layer (SSL) protocol and a firewall at each office.

Explain how SSL protocol and a firewall wil keep the company's data safe.

SSL protocol

Firewall

@l
A company stores personal details of its customers on a computer system behind a firewall

Explain, with reasons, what else the company should do to keep this data safe.
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(b A company stores personal details of its customers on a computer system behind a firewall

Explain, with reasons, what else the company should do to keep this data safe.
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12
A company sells smariphones over the Internet

Explain how the information stored on the company’s website is requested by the customer, sent
to the customer's computer and displayed on the screen
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Raj is using the Intemet to do some online shopping. He visits a website that tells him that it uses
cookes.

(@) Explain what is meant by the term cookies.

(b) Give two examples of the use of cookies.

Example 1

Example 2

EE -]
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