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v Export PDF
L] 6 The following is a list of stages when an email is sent and received. m
Write the numbers from 1 to 8 in the right-hand column to put each stage of the process in ECA
the correct order. The first one has been done for you. ] *é‘;:]"ﬂ’::;wn —
I
Description of stage O:::gr : d I ComertTo e
The message travels over the Internet and arrives at recipient’s ISP mail server irosof forfi o) e
Message sent to sender’s ISP mail server SFaagare Totin EnglehUs)
Recipient logs on to read his messages ot
The sender composes his message and activates the send command 1
Message held in recipient’s electronic mail box : ::I:D:M
ISP mail server examines address associated with message
Message retrieved and sent to recipient’s computer to be opened and read
Sender’s ISP mail server decides how to route the message
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——CraraCEy e TreTK = g =
~  check digit ~ itcontains letters
~  existency check ~ does not check format/length
~  cross field check ~ only 1 field present 7]
1 mark per correct stage
Description of stage Order
of i
stage =
The message travels over the Internet and arrives at recipient's ISP | 5
mail server
Message sent to sender’s ISP mail server 2
Recipient logs on to read his messages 7
The sender composes his message and activates the send | 1
command
Message held in recipient's electronic mail box 6
ISP mail server examines address associated with message 3
Message retrieved and sent to recipient's computer to be opened | 8
and read
Sender's ISP mail server decides how to route the message 4 m

woram |

O s |




image9.png
o)im]

o <] |

B \

oL

Tools _ Fill &Sign | Comment

7 Credit card fraud in many countries is now reducing.

(a) What changes to credit card technology have helped this reduction?

However, there has been a large increase in online fraud. This has resulted in fraudulent
use of bank accounts.

(b) Name and describe three ways bank account information (such as passwords) can be
accessed illegally.
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7 (a) use of chip and PIN technology "@6
— introduction of EMV (international standard for smart card payments) %

— ftighter checks on usage (automated phone checks/card readers/the use of ‘ve! %@
concept) S

(b) 1 mark for name and 1 mark for corresponding description
phishing: —  fraudster sends out email

—  user thinks email is legitimate
— clicks on link and is taken to bogus website

phamming:
—  malicious code installed on user’s computer or server
—  code mis-directs user to fraudulent website without their knowledge
keylogging/spyware:
~program installed on a computer tp monitor all key presses and sends data
back to writer of spyware
or spyware:
—  scan files on hard drive
— ‘snoop’ applications
hacking: —  unauthorised access to computer system

—  often to do malicious harm (e.g delete files)

shoulder surfing:
—  the act of watching a person key in secure data (e.g. PIN, password, etc)
—  stealing security data by using binoculars, CCTV near ATMs etc. to watch key
presses efc.

war driving

1103 AM
unms ||





image11.png
T2 7010.w12.9p.13 pdf (SECURED) - Adobe Reoder S T TS SN s o o TN | e )

File Edt View Window Help

x

«  printers
« input devices

Choose a stitable example for each and give a reason for your choice.
Extemal storage device

Reason for choice

Reason for choice

Reason for choice

anine
SeectPOF il
0 7010va2_ap_ 1300

Don | B2 E 6 IR ww [ 5 @ | =i Tools | Fill &Sign | Comment
10 You have just been appointed as the IT representative of a small engineering o3 Signin

The company need to buy: + Export PDF
«  external backing storage Adobe ExportPDF @
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10 1 mark for device + 1 mark for reason

backing memory device:
— memory stick/flash memory
— CD/DVD-RW drive

— (external) hard disk drive

— solid state memory

— floppy disc drive

printer type:

— dot matrix printer

— 3D printer
laser printer
inkjet printer
(graph) plotter

portable, very small device/large memory
common mediaflarge memory/portable
very large memory/portable

no moving parts/lightweight/portable
portable

can operate on dirty/damp atmospheres
can produce working prototypes

high quality, fast output for multiple copies
high quality, low volume output

producing very large, accurate drawings
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Page 7 Mark Scheme Syllabus
GCE O LEVEL - October/November 2012 7010

input device (for e.g.):
keyboard for keying in data into W/P, S/sheet, etc.
light pen used with CAD packages
mouseltrackerball pointing device for selecting options

touch screen easy to use, suitable when limiting options
joystick easier to control pointer

specialist CAD devices specific to engineering company
microphone easier for disabled people to enter data
webcam video conferencing

(a) 15 records

(b) FR,QE, NO, Tl MA
(-1 mark for each error or omission)

(c) (Gross Tonnage >80 000) OR (Country of Registration = “UK")
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13 Alarge hotel uses eight lifts (elevators) to carry passengers between its sixty floors.

‘A computer is used to control and monitor the lifts. Each lift has three registers to represé

its state.

Register 1

Register 2

Register 3

UP/DOWN 1 = ift going up
and 0 = lift going down

Lift ID number 0 to 7

Floor number 0 to 60

lift going up

lift ID number 4
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lift ID number 4 oon 27th floor

lift going up lift presently
(a) Ifthe three registers contain the following data:

1 4

2 1

32 16

8

0 1 1 1 1 1

what information about the lift is shown?

(b) How would the following information be shown in the three registers:
lift 6 presently on the 45th floor and going down

1 4

2 1

32 16

8 4
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(c) (i) A customeris on the 14th floor and wants to go to the 50th floor. She pre:
button to call the lift.

What two pieces of information would the computer check to identify which of the'
eight lifts should be made available?

1

(ii) Using your answers to part (i), which of the following lifts would be made available
to the customer?

0

1
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(d) An engineer wishes to test that this computer system detects incorrect data.

Describe what input the engineer might use to check that the computer can correctly
identify a fault condition.
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(b)
0 1010 10011 |o0]n
2]
(© @ Any two from:
is liftin service?
— isaliftalready on the 14" floor?
—  is the ultimate destination of a lift in motion the 14" floor?
— which lift is nearest 14th floor?
— which lifts are going up?
— which floor is the lift on?
— which lits are below 14" floor? 2]
(i) D 1
(@) Any pair of points from:
liftis on floor 000 } 1mark
—  going down } 1mark
— liftis on floor 60 } 1mark
—  going up } 1mark
~ floor number > 60 } 1mark
—  going up/down } 1mark 4
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15 (a) Complete the truth table for the following logic circuit
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(b) The above logic circuit uses AND, OR and NOT gates.
Name another logic gate and complete is truth table.

Name of gate
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2 New software is often developed using top-down (modular) design.

Give three benefits of using this method of development.
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Any three benefits from:
several programmers can work on same software package
itis easier to debug modules than a whole program
itis easier to test modules than test the whole program
can use modules from a bank of routines (saving time and money)
enable large tasks to be broken down into more manageable smaller tasks
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3 Fie desciptions are given on the et ofthe diagram below. Five computer appica
Shown on the right ofthe diagram 7%,

Using s,k s cescrptionto  corect pplcton %,
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Recognize Text in English(U.S)

use of avatars inthe
‘sequence of images one

after the other to produce music generation

special effects Convert
audio compression + Create PDF
technology to compress
large files into smaller files simulation » Edit PDF
often used in media

» Send Files

» Store Files
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using a mathematical Video-conferencing
‘model of a set of formulas
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3 1 mark per correct arrow connecting left with right

use of synthesisers to
‘combine simple wave
forms to produce more
‘complex sounds

animation

use of compression
software and echo
cancellation software to
allow effective
communications

use of avatars inthe,
sequence of images one
after the other to produce
special effects

music generation

‘audio compression
technology to compress
large files into smaller fles.
‘which can be played back
without loss of quality

simulation

imitation of a real event
using a set of
‘mathematical formulas to
create a model

video-conferencing

4 (a) Anyfour from
— " use of video-conferencing/webcams
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5 A program requires the user to type in a user ID which must be in the form:

where X stands for any letter, and 9 stands for any digit.

(a) Name two possible validation checks that could be applied to this user ID.

(b) Name a validation check that could not be used on this occasion.
Give a reason for your choice.

The following is a list of stag an email is sent and received.
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—wromsTTTTeS
—  game playing

—  cameraivideo

—  calendar function

—  calculator/utilty functions
—  Bluetooth

—  SMS/MMS/text messaging

5 (a) — formatcheck
—  length check
(b) name:

—  range check
—  character/type check
—  check digit

—  existency check

—  cross field check

6 1 mark per comect stage

reason:
—  mixture of letters & digits

—  mixture of letters & digits

—  itcontains letters

— does not check formatflength
— only 1 field present

Description of stage Order
of
stage
The message travels over the Internet and arrives at recipients ISP | 5
mail server
Message sent to sender’s ISP mail server 2
Recipientlogs on to read his messages 7
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2]
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